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Abstract This paper experimentally investigates the plausibility of a phase masking scheme for SPECTS O-
CDMA security enhancement. Implementation of the phase mask is demonstrated with experimental results

showing the improvement in security.

Introduction

Inherent security has often been cited as a potential
benefit of Optical Code Division Multiple Access (O-
CDMA) [1]. Recent security analyses [2] have shown
that the confidentiality protection offered by the
spectral phase encoded time spreading (SPECTS) O-
CDMA is relatively weak. Feasible SPECTS solutions
are limited to several well-known code families of
relatively small code set size; thus an eavesdropper
can use brute-force searching in the known sets to
easily determine the applied code. Our previous work
[3] proposes a time-varying phase-masking scheme
for security enhancement by applyling a time-varying
phase mask to all authorized users within a network.
On top of the phase shifts based on the applied
phase-code, the encoder adds a new layer of phase
shifts based on the phase mask and achieves phase
encoding according to both the phase code and the
phase mask. The phase mask poses additional
difficulty to eavesdroppers if they are unaware how
this mask is generated. This phase-mask serves as a
group key to support secure group communications;
only authorized users with the correct key are able to
recover the data information using the corresponding
inverse phase shift. Analytical results [3] indicate that
this scheme increases the difficulty of intercetption
and achieves low data interception rates.

In this paper, we implement the phase mask in our
SPECTS O-CDMA testbed by imposing randomly
generated phase shifts onto a liquid-crystal spatial
light phase modulator (LC-SLPM) which is part of the
encoders/decoders. These phase shifts are additive
on to the 127 chip m-sequence O-CDMA phase code
that are already applied onto the LC-SLPM. 3-user
error free performance is achieved when encoding
and decoding with the phase mask on all the
encoders and decoder. We imitate the case where
an eavesdropper successfully deciphers the phase
code but fails in guessing the phase mask by
decoding with the correct m-sequence while equipped
with  no phase mask on the decoder. The
corresponding experimental results show the
enhanced security offered by the phase mask.

Experimental Setup
Fig. 1 shows the system diagram of the 3-user
SPECTS O-CDMA network testbed. The optical
source emits 500-fs laser pulses centered at 1550 nm
with a repetition rate of 9.95328 GHz (OC-192). After
modulation with FEC-encoded data, the 10-Gb/s
signal is split into 3 encoders. The combined encoded
data streams are amplified and sent to the decoder.
The output of the decoder goes to the nonlinear
thresholder, which detects the intended user signal at
the presence of the interfering signals [4]. The 10-
Gb/s optical receiver converts the output of
thresholder into an electronic signal that goes to the
FEC decoder. The bit-error-rate tester (BERT)
receives the FEC-decoded signal and measures BER.
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Fig. 1. SPECTS O-CDMA network testbed

Suppose all the encoders are authorized users in the
network. A unique 127 chip m-sequence is assigned
to each encoder as the O-CDMA phase code, and an
identical 127 chip phase mask is additionally imposed
to all the encoders as a group key for authorized
users. When the phase mask is on, the total phase
shift of each chip imposing on the LC-SLPM is the
summation of the phase shift from the m-sequence (0,
or 1) and the phase shift from the phase mask (a
random value from 0 to 0.5 ). The range of phase
shift from the phase mask is limited to within 0.5t by
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the total phase modulation range of the LC-SLPM (0-
1.81). The decoder adds the conjugate of the phase
mask and the m-sequence used by Encoder 1 to
correctly decode signal from Channel 1.

Results and Discussion

Fig. 2 shows the cross-correlation traces of the
decoded signals. All traces show the encoders with
the phase mask on. Trace (a) shows decoding with
the correct m-sequence phase code and the matched
phase mask, representing the case of decoding by an
authorized user. The short pulse is reconstructed at
time=0, rising above the multi-access interference.
Trace (b) shows decoding with the correct m-
sequence phase code but without the phase mask,
representing an eavesdropper who succeeds in
determining the O-CDMA phase code but fails in
guessing the phase mask. A peak with low intensity
appears because the net phase shift after decoding is
from the phase mask, which is smaller than that from
the phase code, and it does not spread the pulse as
flat as the phase code. Nevertheless, the peak is
largely diminished and the trace is similar to trace (c),
which is the incorrectly decoded signal obtained using
an incorrect m-sequence, but with the phase-mask. It
is apparent from the traces that it is difficult to
distinguish the intended user signal from the

interfering users without knowing the phase mask,.
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Fig. 2. Cross-correlation traces of the decoded
signals (a) with correct phase code and phase-mask,
(b) with correct phase code but no phase-mask, and

(c) with phase-mask but incorrect phase code.

The bit-error-rate (BER) of the network testbed is
taken with respect to the total received optical power
at the input to the thresholder. Fig. 3 shows two
groups of BER curves. The first group is encoding
and decoding without the phase mask. The second
group is encoding and decoding with the phase mask.
BER performances of 1-user and 3-user cases are
shown in each group. In the 1-user case, only the

correctly-decoded intended user is present in the
system, while in the 3-user case, 2 interfering users
are added. In each case, the testbed achieves error-
free performance (BER<10'”). The comparison
between the two groups shows that, with the phase
mask, the testbed still has high performance with
some power penalty arising from the mismatch of
multi-level phase shifts between the encoder and
decoder due to limited resolution within the LC-SLPM.

With the phase mask on the encoders, decoding with
correct m-sequence but no phase mask on the
decoder results in measured BER of 0.5 with
appearance of any interfering user. But when there is
only one wuser, by energy detection, error-free
detection can still be achieved without knowing the O-
CDMA code and phase mask, with a ~13 dB power
penalty as shown on Fig. 3. Such security
vulnerability can be eliminated using a code-switching
scheme as discussed in [3, 5].

104
—&— 1-user no mask
—O— 3-user no mask
5 —w¥— 1-user with mask
107 —/x— 3-user with mask
Group 2 —— 1-user energy
o detection
- -6
© 10
14
S
S0l r
0 498 -
109
1010 |Group 1
10 11F
L L L L L
1071
-30 -25 -20 -15 -10 -5 0

Total Received Power (dBm)

Fig. 3. BER performance of the SPECTS O-CDMA
network testbed with and without random phase mask

Conclusions

We have demonstrated the implementation and error-
free performance of 3-user SPECTS O-CDMA
network testbed with phase mask. Cross-correlation
and BER measurements prove that confidentiality
protection of SPECTS O-CDMA can be improved by
applying phase-masking to prevent code exposures
to eavesdroppers.

References

1 A. Stok et al., IEEE Communication Magzine, 40
(2002), pp 88-87.

2 T. H. Shake, et al., IEEE Journal of Lightwave
Technology, 23 (2005), pp 1652-1663.

3 F. Xue, etal., OFC’ 06, (2006), OThT3.

4 R. P. Scott, et al., IEEE photonics Technology
Letters, 23 (2004), pp 2186-2188.

5 Z. Jiang, et al., OFC’ 06, (2006), OThT2.

This work was supported in part by DARPA and SPAWAR
under agreement number N66001-02-1-8937 and by the
AFOSR through the UC Davis Center for Digital Security.

Authorized licensed use limited to: Johns Hopkins University. Downloaded on July 07,2010 at 17:29:46 UTC from IEEE Xplore. Restrictions apply.




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000500044004600206587686353ef901a8fc7684c976262535370673a548c002000700072006f006f00660065007200208fdb884c9ad88d2891cf62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef653ef5728684c9762537088686a5f548c002000700072006f006f00660065007200204e0a73725f979ad854c18cea7684521753706548679c300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020b370c2a4d06cd0d10020d504b9b0d1300020bc0f0020ad50c815ae30c5d0c11c0020ace0d488c9c8b85c0020c778c1c4d560002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken voor kwaliteitsafdrukken op desktopprinters en proofers. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents for quality printing on desktop printers and proofers.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure true
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [4000 4000]
  /PageSize [612.000 792.000]
>> setpagedevice


